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Abstract: - A service provider that offers customers storage or software services available via a private
(private cloud) or public network (cloud).Usually, it means the storage and software is available for access via
the Internet. A third-party entity that manages and distributes remote, cloud-based data backup services and
solutions to customers from a central data centre. Cloud backup providers enable customers to remotely access
services using a secure client login application to back up files from the customer's computers or data centre to
the online storage server using an encrypted connection. A cloud backup solution enables enterprises or
individuals to store their data and computer files on the Internet using a storage service provider, rather than
storing the data locally on a physical disk, such as a hard drive or tape backup. In storage terminology, a remote
backup refers to an online managed backup service for backing up data to a remote, cloud-based server ("cloud
backup").To update or restore a cloud backup, customers need to use the service provider's specific client
application or Web browser interface. Files and data can be automatically saved to the cloud backup service on a
regular, scheduled basis, or the information can be automatically backed up anytime changes are made.
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Cloud Service Providers
Storage-as-a-Service offered by cloud service providers (CSPs) emerged as a solution to mitigate the burden of
large local data storage and reduce the maintenance cost by means of outsourcing data storage. CSP often
provides better disaster recovery by replicating the data on multiple servers across multiple data centres
achieving a higher level of availability [9]. Thus, many authorized users are allowed to access the remotely
stored data from different geographic locations making it more convenient for them. Data owner physically
releases sensitive data to a remote CSP, there are some concerns regarding confidentiality, integrity, and access
control of the data[8]. The confidentiality feature can be guaranteed by the owner via encrypting the data before
outsourcing to remote servers. The proposed model provides trusted computing environment by addressing
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important issues related to outsourcing the storage of data, namely confidentiality, integrity, access control and
mutual trust between the data owner and the CSP.

Fig: 1 Cloud Service Provider

MB-PMDDP
MB-PMDDP scheme produce unique differentiable copies of the data file is the core to design a provable
multi-copy data possession scheme. Identical copies enable the CSP to simply deceive the owner by storing only
one copy and pretending that it stores multiple copies [1]. Using a simple yet efficient way, the proposed
scheme generates distinct copies utilizing the diffusion property of any secure encryption scheme. The diffusion
property ensures that the output bits of the cipher text depend on the input bits of the plaintext in a very complex
way, i.e., there will be an unpredictable complete change in the cipher text, if there is a single bit change in the
plaintext [11]. The interaction between the authorized users and the CSP is considered through this methodology
of generating distinct copies, where the former can decrypt/access a file copy received from the CSP. In the
proposed scheme, the authorized users need only to keep a single secret key to decrypt the file copy. In this
work, we propose a MB-PMDDP scheme allowing the data owner to update and scale the blocks of file copies
outsourced to cloud servers which may be un trusted [10]. Validating such copies of dynamic data requires the
knowledge of the block versions to ensure that the data blocks in all copies are consistent with the most recent
modifications issued by the owner. Furthermore, the verifier should be aware of the block indices to guarantee
that the CSP has inserted or added the new blocks at the requested positions in all copies. To this end, the
proposed scheme is based on using a small data structure (metadata), which we call a map-version table.

Fig: 2 Cloud Computing Data Storage System Model
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Outsourcing Data Storage
The owner encrypts the data before sending to cloud servers. To access the data, the authorized user sends a
data-access request to the CSP, and receives the data file in an encrypted form that can be decrypted using a
secret key generated by the authorized user [2]. It is assumed that the interaction between the owner and the
authorized users to authenticate their identities has already been completed, and it is not considered in this work.
The TTP is an independent entity, and thus has no incentive to collude with any party. However, any possible
leakage of data towards the TTP must be prevented to keep the outsourced data private [4]. The TTP and the
CSP are always online, while the owner is intermittently online. The authorized users are able to access the data
file from the CSP even when the owner is offline.

Fig: 3 Setup and file preparation for data outsourcing

Map-Version
The map-version table (MVT) is a small dynamic data structure accumulates on the verifier side to authenticate
the reliability and uniformity of all file copies outsourced to the CSP. The MVT consists of three columns: serial
number (SN), block number (BN), and block version (BV). The SN is an indexing to the file blocks. It point out
the physical position of a block in a data file [6]. The BN is a counter used to make a logical
numbering/indexing to the file blocks. Therefore, the relation between BN and SN can be observed as a
mapping between the logical number BN and the physical position SN. The BV specifies the current version of
file blocks. When a data file is originally created the BV of each block is 1[3]. If a specific block is being
updated, its BV is incremented by 1. comment 2: It is significant to note that the verifier remain only one table
for infinite number of file copies, i.e., the storage condition on the verifier side does not depend on the number
of file copies on cloud servers. For n copies of a data file of size | G|, the storage condition on the CSP side is
O(n |G|), while the verifier’s overhead is O(m) for all file copies (m is the number of file blocks) [7]. Comment
3: The MVT is applied as a linked list to make simpler the insertion deletion of table entries. For actual
achievement, the SN is not needed to be stored in the table; SN is considered to be the entry/table index, i.e.,
each table entry contains just two integers BN and BV (8 bytes) [5]. As a result, the total table size is 8m bytes
for all file copies. We additionally note that even if the table size is linear to the file size, in practice the previous
would be smaller by several orders of magnitude.
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Fig: 4 Changes in MVT due to different dynamic operations on copies of a file
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