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Abstract: - MANET is a kind of AdHoc network with mobile, wireless nodes. Because of its special
characteristics like dynamic topology, hop-by-hop communications and easy and quick setup, MANET faced lots
of challenges allegorically routing, security and clustering. The security challenges arise due to MANET’s selfconfiguration and self-maintenance capabilities. In this paper, we present an elaborate view of issues in MANET
security. Based on MANET’s special characteristics, we define three security parameters for MANET. In addition
we divided MANET security into two different aspects and discussed each one in details. A comprehensive
analysis in security aspects of MANET and defeating approaches is presented. In addition, defeating approaches
against attacks have been evaluated in some important metrics. After analyses and evaluations, future scopes of
work have been presented.
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1. Introduction
In these years, progresses of wireless technology and increasing popularity of wireless devices, made
wireless networks so popular. Mobile AdHoc Network (MANET) is an infrastructure - independent network
with wireless mobile nodes. MANET is a kind of AdHoc networks with special characteristics like open
network boundary, dynamic topology, distributed network, fast and quick implementation and hop-by-hop
communications. These characteristics of MANET made it popular, especially in military and disaster
management applications. Due to special features, wide-spread of MANET faced lots of challenges. Peer to peer
applications [1], integration with internet [2], security [3], maintaining network topology [4] and energy [5,6]
are some of the most important challenges in MANET. We presented an analysis and discussion in MANET
challenges in our previous work [7].
In MANET all nodes are free to join and leave the network, also called open network boundary. All
intermediate nodes between a source and destination take part in routing, also called hop-by-hop
communications. As communication media is wireless, each node will receive packets in its wireless range,
either it has been packets destination or not. Due to these characteristics, each node can easily gain access to
other nodes packets or inject fault packets to the network. Therefore, securing MANET against malicious
behaviors and nodes became one of the most important challenges in MANET [8].
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2. Important Parameters in MANET Security
Because of MANET’s special characteristics, there are some important metrics in MANET security that are
important in all security approaches; we call them “Security Parameters”. Being unaware of these parameters
may cause a security approach useless in MANET. Figure1 shows the relation between security parameters and
security challenges. Each security approach must be aware of security parameters as shown in Figure1. All
mechanisms proposed for security aspects, must be aware of these parameters and don’t disregard them,
otherwise they may be useless in MANET. Security parameters in MANET are as follows

Figure1.Relation between Security Parameters and Security aspects

Network Over head: This parameter refers to number of control packets generated by security
approaches. Due to shared wireless media, additional control packets may easily lead to congestion or
collision in MANET. Packet lost is one the results of congestion and collision. Therefore, high packet
overhead increases packet lost and the number of retransmitted packets. This will easily wastes nodes
energy and networks resources.

Processing Time: Each security approach needs time to detect misbehaviors and eliminate malicious
nodes. Due to MANET’s dynamic topology it’s strongly possible that routes between different nodes
break because of mobility. Therefore, security approaches must have as low as possible processing time
in order to increase MANET flexibility and avoid rerouting process.

Energy Consumption: In MANET nodes have limited energy supply. Therefore, optimizing energy
consumption is highly challengeable in MANET. High energy consumption reduces nodes and network’s
lifetime.
Each security protocol must be aware of these three important parameters. Security protocols that disregard
these parameters aren’t efficient as they waste network resources.

3. MANET SECURITY CHALLENGES
One of the earliest researches in security in MANET was presented in 2002 [9]. Some security challenges in
MANET were in herited from adhoc networks that were research interests since 1999[10, 11]. Generally there
are two important aspects in security: Security services and Attacks. Services refer to some protecting policies in
order to make a secure network, while attacks use network vulnerabilities to defeat a security service. In the next
two parts, a brief discussion on these security aspects is presented.

3.1 Security Services
The aim of a security service is to secure network before any attack happened and made it harder for a
malicious node to breaks the security of the network. Due to special features of MANET, providing these
services faced lots of challenges. For securing MANET a trade-off between these services must be
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provided, which means if one service guarantees without noticing other services, security system will fail.
Providing a trade-off between these security services is depended on network application, but the
problem is to provide services one by one in MANET and presenting away to guarantee each service.
We discuss five important security services and their challenges as follows:
Availability: According to this service, each authorized node must have access to all data and services in the
network. Availability challenge arises due to MANET’s dynamic topology and open boundary. Accessing
time, which is the time needed for a node to access the network services or data is important, because time is
one of the security parameters. By using lots of security and authentication levels, this service is disregarded
as passing security levels needs time.
Authentication: The goal of this service is to provide trustable communications between two different
nodes. When an ode receives packets from a source, it must be sure about identity of the source node. One
way to provide this service is using certifications, who ever in absence of central control unit, key
distribution and key management are challengeable. In [13] the authors presented a new way based on trust
model and clustering to public the certificate keys. In this case, the network is divided in to some clusters
and in this clusters public key distribution will be safe by mechanisms provided in the paper. Their
simulation results show that, the presented approach is better than PGP. But it has some limitations like
clustering. MANET dynamic topology and unpredictable nodes position, made clustering challengeable.
Data confidentially: According to this service, each node or application must have access to specified
services that it has the permission to access. Most of services that are provided by data confidentially use
encryption methods but in MANET as there is no central management, key distribution faced lots of
challenges and in some cases impossible.
Integrity: According to integrity security service, just authorized nodes can create, editor delete packets. As
an example, Man – In – The – Middle attack is against this service. In this attack, the attacker captures all
packets and then removes or modifies them.
Non-Repudiation: By using this service, neither source nor destination can repudiate their behavior or data. In
other words, if a node receives a packet from node 2, and sends a reply, node 2 cannot repudiate the packet that
it has been sent.

3.2 Attacks
Due to special features like hop-by-hop communications, wireless media, open border and easy to setup,
MANET became popular for malicious nodes. Some of the most important attacks in MANET are as
follows:
Black Hole Attack: In this attack, malicious node injects fault routing information to the network and leads
packets toward it, then discards all of them [17-19]. In [20] we present a survey on black hole detection and
elimination approaches. Also we presented a classification of defeating approach for this attack.
Worm Hole Attack: In worm hole attack, malicious node records packets at one location of the network and
tunnels them to another location [22].Fault routing information could disrupt routes in network [23].
Byzantine attack: In this attack, malicious node injects fault routing information to the network, in order to
locate packets in to a loop [25, 26]. One way to protect network against this attack is using authentication.

4. IN CORPORATING SECURITY AND OTHER CHALLENGES:
One way to provide security in MANET, besides decreasing network overhead, is to incorporate security
approaches with other challenges. In this way, both challenges are solved by improving security parameters in
total. We discuss these combinational approaches as follows:
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Figure2.SecurityAspectsinMANET

5. ANALYSES AND DISCUSSION :
Previous sections discussed in corporating security challenge with other challenges. This section presents an
analytics and classification on previous issues. In order to analyses attacks and their behavior, an analyses in
each attack is presented in Table1. For each attack five important parameters has been discussed. These
parameters are as follows:
 Violated Service: Each attack breaks a security service. We presented the most important defeated
service in this column.
 The Proposed Solutions: Some of the most effective approaches to detect and eliminate malicious
nodes.
 MANET features which lead to this attack: Each malicious node uses a feature or features of
MANET to break the security.
 Attack Type: Lots of researches classified attacks in two mainly class that are as follows: Active
attack, Passive attack. In passive attacks, malicious node listens to transmissions without any active
injection or effect on network [63]. While, in active attacks malicious node inject information.
 Attack Goal: The most important goal of each attack.

6. FUTUREDIRECTIONSOFRESEARCHES
Until now we briefly discussed the security challenges in MANET and present some analytics in them. In this
section we present open research issues.
Routing information approaches are suitable in all types of MANET. In this approach, reducing packet over
head and processing time, beside increasing accuracy is an important challenge. By increasing accuracy, it can
detect cooperative malicious nodes. With decreasing processing time of this approach MANETs flexibility will
increase.

7. CONCLUSION:
Mobile AdHoc Network (MANET) is a kind of AdHoc network with mobile, wireless nodes. Due to its
special characteristics like open network boundary, dynamic topology and hop-by-hop communications
MANET faced with a variety of challenges. Since all nodes participate in communications and nodes are
free to join and leave the network, security became the most important challenge in MANET.
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