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ABSTRACT

Steganography has been considered as the solution for illicit interception and unauthorized copying of
digital media. Steganography hides secret data in a host medium and conveys the hidden data. The intended
recipient can then extract the secret data from the stego image. The hidden data should make a visually
imperceptible change to the stego image when viewed by an unintended recipient. A remedy to achieve the
imperceptibility of the stego image has been proposed, and is a concept called secret sharing. In a secret sharing
approach, the sending party sends N stego images to one or multiple recipients and allows a receiving party to
extract the secret data only when all N stego images are available. The (N,1) is a steganography secret sharing
approach that utilizes N+1 cover images. Both the sending party as well as the receiving party shares the N covers
images through a secure channel. The remaining one cover image is converted to gray coded stego image at the
sending party and is to be sent through an unsecure channel. The conversion is performed based on operations
through the N+1 cover image pixels and secret data. In the Phase-I, stego object is generated by embedding the text
message into cover image using spatial domain technique and is implemented in FPGA.
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1. INTRODUCTION

The security of steganographic communication between two principles lies in the inability of an eavesdropper to
distinguish cover objects from stego images. A system can be said to be insecure if an eavesdropper can suspect the
presence of the secret communication. The system must first be a ‘perfectly secure’ steganographic systems, where
even a computationally unbounded observer cannot detect the presence of a secret message exchange. The second
thing is that, it might be difficult to construct secure schemes usable in practice. Thirdly, they all require the
knowledge of the probability distribution of normal covers; although it might be possible in certain cases to compute
this probability, it will in general be infeasible to obtain.
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2 .STEGANOGRAPHY

The word ‘Steganography’ is of Greek origin and means ‘covered, or hidden writing’. The art and science
of writing hidden messages in such a way that no one apart from the intended recipient knows of the existence of the
message. A steganographic message (the plaintext) is often first encrypted by some traditional means, and then a
cover-text is modified in some way to contain the encrypted message (cipher-text), resulting in stego text. For
example, the letter size, spacing, typeface, or other characteristics of a cover-text can be manipulated to carry the
hidden message; only the recipient (who must know the technique used) can recover the message and then decrypt
it.

2.1 Digital Rights and Copyright Marking

One of the driving forces behind the increased use of copyright marking is the growth of the Internet which has
allowed images, audio, video, etc to become available in digital form. Though this provides an additional way to
distribute material to consumers it has also made it far easier for copies of copyrighted material to be made and
distributed. In the past, pirating music, for example, used to require some form of physical exchange. Copyright
marking is seen as a partial solution to these problems. The mark can be embedded in any legal versions and will
therefore be present in any copies made. This helps the copyright owner to identify who has an illegal copy.

2.2 Embedding and Detecting

The first step in embedding and hiding information is to pass both the secret message and the cover message into the
encoder. Inside the encoder, one or several protocols will be implemented to embed the secret information into the
cover message. The type of protocol will depend on what information you are trying to embed and what you are
embedding it in. For example, you will use an image protocol to embed information inside images.

A key is often needed in the embedding process. This can be in the form of a public or private key so you can
encode the secret message with your private key and the recipient can decode it using your public key. In embedding
the information this way, you can reduce the chance of a third party attacker getting hold of the stego object and
decoding it to find out the secret information. In general the embedding process inserts a mark, M, in an object.

In the decoding process, the stego object is fed in to the system. The public or private key that can decode the
original key that is used inside the encoding process is also needed so that the secret information can be decoded.
Depending on the encoding technique, sometimes the original cover object is also needed in the decoding process.
Otherwise, there may be no way of extracting the secret information from the stego object. After the decoding
process is completed, the secret information embedded in the stego object can then be extracted and viewed. The
generic decoding process again requires a key.
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Figure 1. Steganography system

2.3 Requirements of Hiding Information Digitally

There are many different protocols and embedding techniques that enable us to hide data in a given object.
However, all of the protocols and techniques must satisfy a number of requirements so that steganography can be
applied correctly. The following is a list of main requirements that steganography techniques must satisfy:

The integrity of the hidden information after it has been embedded inside the stego object must be correct. The
secret message must not change in any way, such as additional information being added, loss of information or
changes to the secret information after it has been hidden. If secret information is changed during steganography, it
would defeat the whole point of the process.

The stego object must remain unchanged or almost unchanged to the naked eye. If the stego object changes
significantly and can be noticed, a third party may see that information is being hidden and therefore could attempt
to extract or to destroy it.

2.4 Steganography Terms

Carrier File — A file in which a secret is to be hidden.

Steganalysis — The process of detecting hidden information inside a file.

Stego-image — The image in which the information is hidden.

Redundant Bits — Pieces of information inside a file which can be overwritten or altered without damaging the file.

Payload — The information which is to be concealed.
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2.5 Classification of Steganography

Almost all digital file formats can be used for steganography, but the formats that are more suitable are those with a
high degree of redundancy. Redundancy can be defined as the bits of an object that provide accuracy far greater than
necessary for the object’s use and display. The redundant bits of an object are those bits that can be altered without
the alteration being detected easily. Image and audio files especially comply with this requirement, while research
has also uncovered other file formats that can be used for information hiding. Figure 1.2 shows the classification of
steganography.

3. Image Format

It appends the secret message found in the text file ‘Message.txt’ into the JPEG image file ‘Cover.jpg’ and produces
the stego-image ‘Stego.jpg’. The idea behind this is to abuse the recognition of EOF (End of file). In other words,
the message is packed and inserted after the EOF tag. When Stego.jpg is viewed using any photo editing application,
the latter will just display the picture ignoring anything coming after the EOF tag. However, when opened in
Notepad for example, our message reveals itself after displaying some data as shown in Figure 1.3. The embedded
message does not impair the image quality. Neither image histograms nor visual perception can detect any
difference between the two images due to the secret message being hidden after the EOF tag.
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Figure 2. Stego image in Notepad

Unfortunately, this simple technique would not resist any kind of editing to the Stego-image nor any attacks by
steganalysis experts. Note that the format of the inserted message remains intact

4. Adaptive Steganography

Adaptive Steganography known as ‘Statistics-aware embedding’, ‘Masking’ or ‘Model-Based’. This method takes
statistical global features of the image before attempting to interact with its LSB/DCT coefficients. The statistics
will dictate where to make the changes. It is characterized by a random adaptive selection of pixels depending on the
cover image and the selection of pixels in a block with large local STD (Standard Deviation). The latter is meant to
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avoid areas of uniform colour (smooth areas). This behavior makes adaptive steganography seek images with
existing or deliberately added noise and images that demonstrate colour complexity.

The model-based method (MBL1), generates a stego-image based on a given distribution model, using a generalized
Cauchy distribution, that results in the minimum distortion. Due to the lack of a perfect model, this steganographic
algorithm can be broken using the first-order statistics. Moreover, it can also be detected by the difference of
‘blockiness’ between a stego-image and its estimated image reliably. The discovery of ‘blockiness’ produce an
enhanced version called MB2, a model based with de-blocking.

‘A Block Complexity based Data Embedding’ (ABCDE). Embedding is performed by replacing selected
suitable pixel data of noisy blocks in an image with another noisy block obtained by converting data to be
embedded. This suitability is identified by two complexity measures to properly discriminate complex blocks from
simple ones; which are run-length irregularity and border noisiness. The ABCDE method introduced a large
embedding capacity; however, certain control parameters had to be configured manually, e.g., finding an appropriate
section length for sectioning a stream of resource blocks and finding the threshold value that controls identification
of complex blocks. These requirements render the method unsuitable for automatic processes.
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Figure 3. Data flow diagram of embedding in the frequency domain

The next step is the quantization phase of the compression. Here another biological property of the
human eye is exploited: The human eye is fairly good at spotting small differences in brightness over a relatively
large area, but not so good as to distinguish between different strengths in high frequency brightness. This means
that the strength of higher frequencies can be diminished, without changing the appearance of the image. JPEG does
this by dividing all the values in a block by a quantization coefficient. The results are rounded to integer values and
the coefficients are encoded using Huffman coding to further reduce the size
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5. RESULTS AND DISCUSSION

Figure 5.1 Original Image Figure 5.2 Original gray scale image
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Figure 5.5 Simulink Block Diagram to Determine PSNR Value
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Figure 5.6 Histogram of Original Image
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Figure 5.7 Histogram of Stego Image
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