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Abstract
Bluetooth provides a short range wireless communication between devices making it convenient for users
and thus eliminating the need for messy cables. According to Bluetooth Special Interest Group Bluetooth
wireless technology is the most widely supported, versatile, and secure wireless standard on the market
today. Bluetooth operates in the open 2.4 GHz ISM band and is now found in a vast array of products
such as input devices, printers, medical devices, VoIP phones, whiteboards, and surveillance cameras.
However the proliferation of these devices in the workplace exposes organizations to security risks.
Detecting Bluetooth Security Vulnerabilities, This paper will explain what Bluetooth is, how it works,
and some of the vulnerabilities and risks associated with it. In the past, the only way to connect computers
together for the purpose of sharing information and/or resources was to connect them via cables. This can
be not only cumbersome to set up, but it can get messy real quick. Bluetooth provides a solution to this
problem by providing a cable-free environment. The key features of Bluetooth technology are robustness,
low power, and low cost. The Bluetooth specification defines a uniform structure for a wide range of
devices to connect and communicate with each other.
Keywords: Bluetooth device; source device; destination device; user; connecting media; mobile phones;
wireless media etc
I. INTRODUCTION
About Bluetooth
Bluetooth has emerged as a very popular ad hoc network standard today[1] The Bluetooth standard is a
computing and telecommunications industry specification that describes how mobile phones, computers,
and PDAs should interconnect with each other, with home and business phones, and with computers
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using short-range wireless connections. Bluetooth network applications include wireless synchronization
e-mail/Internet/intranet access using local personal computer connections,
hidden computing through automated applications and networking, and applications that can be used for
such devices as hands-free headsets and car kits. The Bluetooth standard specifies wireless operation in
the 2.45 GHz radio band and supports data rates up to 720 kbps.5 It further supports up to three
simultaneous voice channels and employs frequency-hopping schemes and power reduction to reduce
interference with other devices operating in the same frequency band. The IEEE 802.15 organization has
derived a wireless personal area networking technology based on Bluetooth specifications v1.1.
How Bluetooth Works
Bluetooth can[2] be used to connect almost any device to another device. Bluetooth can be used
to form ad hoc networks of several (up to eight) devices, called piconets Vainio, When Bluetooth devices
first connect, there is a piconet master that initiates the connection, and the others are slave devices[5]
.One piconet can have a maximum of seven active slave devices and one master device. All
communication within a piconet goes through the piconet master. Two or more piconets together form a
scatternet, which can be used to eliminate Bluetooth range restrictions. Haataja[6] It is not possible to be a
master of two different piconets because a piconet is a group of devices all synchronized on a hopping
sequence set by the master. For that reason, any devices that share a master must be on the same piconet .
Bluetooth Security
Security has played a major role in the invention of Bluetooth. The Bluetooth [3][7]SIG has put
much effort into making Bluetooth a secure technology and has security experts who provide critical
security information. In general, Bluetooth security is divided into three modes: (1) non-secure; (2)
service level enforced security; and (3) link level enforced security. In non-secure, a Bluetooth device
does not initiate any security measures.[11] In service-level enforced security mode, .two Bluetooth [8]
devices can establish a non secure Asynchronous Connection-Less (ACL) link. Security procedures,
namely authentication, authorization and optional encryption, are initiated when a L2CAP (Logical Link
Control and Adaptation Protocol) Connection-Oriented or Connection-Less channel request is made.
Haataja The difference between service level enforced security and link level enforced security is that in
the latter, the Bluetooth device initiates security procedures before the channel is established. As
mentioned above, Bluetooth’s security procedures include authorization, authentication and optional
encryption. Authentication involves proving the identity of a computer or computer user, or in
Bluetooth’s case, proving the identity of one piconet member to another. Authorization is the process of
granting or denying access to a network resource. Encryption is the translation of data into secret code. It
is used between Bluetooth devices so that eavesdroppers cannot read its contents. However, even with all
of these defence mechanisms in place, Bluetooth has shown to have some security risks.
II RELATED WORK
Wireless Networks
Wireless networks serve as the transport mechanism between devices and among devices and the
traditional wired networks (enterprise networks and the Internet). Wireless networks are many and diverse
but are frequently categorized into three groups based on their coverage range: [14][15]Wireless Wide
Area Networks (WWAN), WLANs, and Wireless Personal Area Networks (WPAN). Frequency is
increased beyond the RF spectrum, EM energy moves into the IR and then the visible spectrum.
Ad Hoc Networks
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Ad hoc networks such as Bluetooth are networks designed to dynamically connect remote devices such as
cell phones, laptops, and PDAs. These networks are termed “ad hoc” because of their shifting network
topologies. Whereas WLANs use a fixed network infrastructure, ad hoc networks maintain random
network configurations, relying on a master-slave system connected by wireless links to enable devices to
communicate. In a Bluetooth network, the master of the piconet controls the changing network topologies
of these networks. It also controls the flow of data between devices that are capable of supporting direct
links to each other. As devices move about in an unpredictable fashion, these networks must be
reconfigured on the fly to handle the dynamic topology. The routing that protocol Bluetooth employs
allows the master to establish and maintain these shifting networks.
Figure 1 illustrates an example of a Bluetooth-enabled mobile phone connecting to a mobile phone
network, synchronizing with a PDA address book, and downloading e-mail on an IEEE 802.11 WLAN.

Fig 1. Notional Ad Hoc Network
Wireless Devices
A wide range of devices use wireless technologies, with handheld devices being the most prevalent form
today. This document discusses the most commonly used wireless handheld devices such as text
messaging devices, PDAs, and smart phones.
Personal Digital Assistants
PDAs are data organizers that are small enough to fit into a shirt pocket or a purse. PDAs offer
applications such as office productivity, database applications, address books, schedulers, and to-do lists,
and they allow users to synchronize data between two PDAs and between a PDA and a personal
computer. Newer versions allow users to download their e-mail and to connect to the Internet. Security
administrators may also encounter one-way and two-way text-messaging devices. These devices operate
on a proprietary networking standard that disseminates e-mail to remote devices by accessing the
corporate network.
III PROBLEM STATEMENT
Wireless Security Threats and Risk Mitigation The Introduction to Computer Security [9][11]
generically classifies security threats in nine categories ranging from errors and omissions to threats to
personal privacy. Authorized and unauthorized users of the system may commit fraud and theft; however,
authorized users are more likely to carry out such acts. Since users of a system may know what resources
a system has and the system’s security flaws, it is easier for them to commit fraud and theft. Malicious
hackers, sometimes called crackers, are individuals who break into a system without authorization,
usually for personal gain or to do harm. Malicious hackers are generally individuals from outside of an
agency or organization (although users within an agency or organization can be a threat as well).
Such[10] hackers may gain access to the wireless network access point by eavesdropping on wireless
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device communications. Malicious code involves viruses, worms, Trojan horses, logic bombs, or other
unwanted software that is designed to damage files or bring down a system. Many of the services offered
over Bluetooth can expose private data or allow the connecting party to control the Bluetooth device. For
security reasons it is necessary to be able to recognize specific devices and thus enable control over which
devices are allowed to connect to a given Bluetooth device. At the same time, it is useful for Bluetooth
devices to be able to establish a connection without user intervention (for example, as soon as they are in
range). To resolve this conflict, Bluetooth uses a process called bonding, and a bond is created through a
process called pairing. The pairing process is triggered either by a specific request from a user to create a
bond (for example, the user explicitly requests to "Add a Bluetooth device"), or it is triggered
automatically when connecting to a service where (for the first time) the identity of a device is required
for security purposes. These two cases are referred to as dedicated bonding and general bonding
respectively. Pairing often involves some level of user interaction; this user interaction is the basis for
confirming the identity of the devices. Once pairing successfully completes, a bond will have been
formed between the two devices, enabling those two devices to connect to each other in the future without
requiring the pairing process in order to confirm the identity of the devices. When desired, the bonding
relationship can later be removed by the user.
IV PURPOSE AND SCOPE OF THE PAPER
The purpose of this document is to provide agencies with guidance for establishing secure wireless
networks[12]. Agencies are encouraged to tailor the recommended guidelines and solutions to meet their
specific security or business requirements. Wireless technologies are changing rapidly. New products and
features are being introduced continuously. Many of these products now offer security features designed
to resolve long-standing weaknesses or address newly discovered ones. Yet with each new capability, a
new threat or vulnerability is likely to arise. Wireless technologies are evolving swiftly. Therefore, it is
essential to remain abreast of the current and emerging trends in the technologies and in the security or
insecurities of these technologies. Again, this guideline does not cover security of other types of wireless
or emerging wireless technologies such as third-generation (3G) wireless telephony.
This document covers details specific to wireless technologies and solutions.
The key-scheduling algorithm (KSA)
The key-scheduling algorithm is used to initialize the permutation in the array "S". "keylength" is defined
as the number of bytes in the key and can be in the range 1 ≤ keylength ≤ 256, typically between 5 and
16, corresponding to a key length of 40 – 128 bits. First, the array "S" is initialized to the identity
permutation. S is then processed for 256 iterations in a similar way to the main PRGA algorithm, but also
mixes in bytes of the key at the same time.
for i from 0 to 255
S[i] := i
endfor
j := 0
for i from 0 to 255
j := (j + S[i] + key[i mod keylength]) mod 256
swap(S[i],S[j])
endfor
Combination keys are the safer method of authenticating a device because these keys are
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only used between a pair of devices. This means that each connection using combination
keys in a Bluetooth network has a distinct link key.
On the other hand, unit keys are simpler to maintain, but offer less security. Unit keys are link keys that
are used by a device for each connection it makes. However, in order to add some small sense of security,
only one device in a pair is allowed to use a unit key.
The other device must use a combination key. Unit keys are typically used by devices which are unable to
maintain large amounts of unique key pairs. Because unit keys are shared by all devices connected to the
unit key device, it is possible for other devices in the network to eavesdrop on traffic intended for the unit
key device. This could allow an attacker to gain privileged information or impersonate a device. This also
means that unit keys offer no protection from other pair devices. In fact, the Bluetooth SIG has released
an official recommendation that unit keys be used as little as possible. Sometimes, the device classified as
the “master” device wants to transmit data to more than one recipient. To do this, something called a
master key is created which temporarily replaces the link key. The master key informs the receivers that
the data being transmitted to them is being sent to multiple devices as well as stating who the information
is from.
Range
The reliable coverage range for 802.11 WLANs depends on several factors,[21] including data rate
required and capacity, sources of RF interference, physical area and characteristics, power, connectivity,
and antenna usage. Theoretical ranges are from 29 meters (for 11 Mbps) in a closed office area to 485
meters (for 1 Mbps) in an open area. However, through empirical analysis, the typical range for
connectivity of 802.11 equipment is approximately 50 meters (about 163 ft.) indoors. A range of 400
meters, nearly ¼ mile, makes WLAN the ideal technology for many campus applications. It is important
to recognize that special high-gain antennas can increase the range to several miles.

Fig: 2 Typical Range of 802.11 WLAN
AP’s may also provide a “bridging” function. Bridging connects two or more networks together and
allows them to communicate[22] to exchange network traffic. Bridging involves either a point-to-point or
a multipoint configuration. In a point-to-point architecture, two LANs are connected to each other via the
LANs’ respective APs. In multipoint bridging, one subnet on a LAN is connected to several other subnets
on another LAN via each subnet AP. For example, if a computer on Subnet A needed to connect to
computers on Subnets B, C, and D, Subnet A’s AP would connect to B’s, C’s, and D’s respective APs.
Enterprises may use bridging to connect LANs between different buildings on corporate campuses.
Bridging AP devices are typically placed on top of buildings to achieve greater antenna reception. The
typical distance over which one AP can be connected wirelessly to another by means of bridging is
approximately 2 miles. This distance may vary depending on several factors including the specific
receiver or transceiver being used.13 Fig 2 illustrates point-to-point bridging between two LANs. In the
example, wireless data is being transmitted from Laptop A to Laptop B, from one building to the next,
using each building’s appropriately positioned AP. Laptop A connects to the closest AP within the
Shivappa M Metagar et al

Page 12

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATIONS AND ROBOTICS

Vol.1 Issue.3, Pg: 8-16
June 2013

building A. The receiving AP in building A then transmits the data (over the wired LAN) to the AP
bridge located on the building’s roof. That AP bridge then transmits the data to the bridge on nearby
building B. The building’s AP bridge then sends the data over its wired LAN to Laptop B.

Fig:3 Access Point Bridging
V BENEFITS WLANs offer four primary benefits
User Mobility: Users can access files, network resources, and the Internet without having to physically
connect to the network with wires. Users can be mobile yet retain high-speed, real-time access to the
enterprise LAN.
Security Features of 802.11 Wireless LANs per the Standard The three basic security services defined
by IEEE for the WLAN environment are as follows:
Authentication: A primary goal of WEP was to provide a security service to verify the identity of
communicating client stations. This provides access control to the network by denying access to client
stations that cannot authenticate properly. This service addresses the question, “Are only authorized
persons allowed to gain access to my network?”
Confidentiality: Confidentiality, or privacy, was a second goal of WEP. It was developed to provide
“privacy achieved by a wired network.” The intent was to prevent information compromise from casual
eavesdropping (passive attack). This service, in general, addresses the question, “Are only authorized
persons allowed to view my data?”
Integrity: Another goal of WEP was a security service developed to ensure that messages are not
modified in transit between the wireless clients and the access point in an active attack. It is important to
note that the standard did not address other security services such as audit, authorization, and non
repudiation. The security services offered by 802.11 are described in greater detail below.
VI More prevalent applications of Bluetooth include
 Wireless control of and communication between a mobile phone and a hands-free headset. This
was one of the earliest applications to become popular.
 Wireless networking between PCs in a confined space and where little bandwidth is required.
 Wireless communications with PC input and output devices, the most common being the mouse,
keyboard and printer.
 Transfer of files between devices with OBEX.
 Transfer of contact details, calendar appointments, and reminders between devices with OBEX.
 Replacement of traditional wired serial communications in test equipment, GPS receivers,
medical equipment, bar code scanners, and traffic control devices.

Shivappa M Metagar et al

Page 13

INTERNATIONAL JOURNAL OF RESEARCH IN COMPUTER APPLICATIONS AND ROBOTICS

Vol.1 Issue.3, Pg: 8-16
June 2013

 For controls where infrared was traditionally used.
 Sending small advertisements from Bluetooth enabled advertising hoardings to other,
discoverable, Bluetooth devices.
 Two seventh-generation game consoles, Nintendo's and Sony's PlayStation 3 use Bluetooth for
their respective wireless controllers.
 Dial-up internet access on personal computer or PDA using a data-capable mobile phone as a
modem
VII CONCLUSION
Bluetooth wireless is constantly growing in popularity because of the convenience of exchanging
information between mobile devices. As Bluetooth usage rises, so do the security risks associated with the
technology. Advantages to Bluetooth include .the ability to simultaneously handle both data and voice
transmissions which enables users to enjoy variety of innovation solutions such as a hands-free headset
for voice calls, printing and fax capabilities, and synchronizing PDA, laptop, and mobile phone
applications Bluetooth SIG Bluetooth users should familiarize themselves with Bluetooth security issues
before using Bluetooth devices, and especially before they bring these devices. For now, Bluetooth offers
convenience and access to a broader base of information, but one must remember that there are people out
there with malicious intent, and they can violate Bluetooth security. As long as everyone is aware of this
and does their best to maintain some security, then Bluetooth can act as a sufficient step towards a world
of secure ad hoc networks.
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