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Abstract
Cloud computing is a new era of computing that outsources massive computational power with scalable
computing capabilities. It provides on-demand resources for IT provisioning based on virtualization and
distributed computing technologies. Cloud computing is not without its risks. It involves in the loss of control
over data as well as new security and privacy issues. To promote cloud computing in a wide range of
applications, security issues need to be resolved. The fact is that these security issues are definitely manageable
with some control measures taken. Data breach is one of the top threatening factors of cloud security. This paper
examines the causes of data breach and describes the counter measures to prevent the cloud system from data
breaches.
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1. Introduction
Cloud Computing is a dynamically scalable distributed computing paradigm that moving towards a model,
where users can avail the required services on demand at any instance. A computing technique that provides
voluminous computing potential deployed via datacenter where multitudinous servers are clustered to organize
the cloud environment. Cloud computing has transformed the IT into a new paradigm where users can access
the services on pay per use basis. Cloud users are drastically increasing day by day. Enormous cloud services
are provided by various cloud service providers. Some renowned cloud service providers are Google App
Engine, Amazon EC2, and Microsoft Azure [5][6][7]. Many high profile organizations store their sensitive
information in the cloud. Such data stored on the cloud servers are vulnerable to data breach (also known as
data leakage or data spill).
A data breach is a security incident that violates the security goals of an individual or a network for
unauthorized dissemination of information. It is an occurrence of stealing, viewing, copying and transmitting
the confidential, protected and sensitive data by gaining unauthorized access to the system. An anonymous user
or bot is the root cause for the data breach that occurs in the cloud arena. The uncertainty of data breach is
higher than before for organizations who store their critical information assets such as proprietary corporate
data, trade information, personally identifiable information, customer details and so on in the cloud server.
In 2013, Cloud Security Alliance (CSA) conducted a survey with industry experts to determine the extreme
vulnerabilities in the cloud computing [10]. CSA come up with the notorious nine threats that makes cloud
open to attack. As per the report of CSA, data breach is the top threatening vulnerability in cloud among the
notorious nine. In the same year various public prominent sites were victimized for data breaches. Hackers
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have stolen the username and passwords of almost two million accounts across various social networks in the
month of November. Many sites, including Facebook, Gmail and YouTube, Twitter, LinkedIn, ADP were
overwhelmed. A sophisticated security attack on October, affected over 38 million customers of Adobe [11].

2. Data Breach
A data breach is coordinated by an unauthorized hacker or attacker geared towards the electronic data stored
on cloud. Data breach also leads to data loss where a security incident can thrash the entire data after replicates
it to the targeted server. The four most causes of data breaches are
 Malware
 Theft or Stolen computers
 Insider attempt
 Attacks by an unauthorized user
Pwc carried out an Information Security Breach Survey (ISBS) assisted with Infosecurity Europe in the year
2014 to determine the security breaches that occurred in various levels of industries [12]. The ISBS was based
on the average number of security breaches in a year and the overall cost of the security breaches. Fig 1
illustrates the types of security incident and their occurrence percentage from 2012 to 2014 based on ISBS
report.

Figure 1: Data breach in IT from 2012 to 2014

2.1 Infection by Malwares
Malicious software programs familiarly known as “Malware” get installed in a cloud system in order to
invade and steal passwords. Malware can be used to breach the data stored on the cloud systems. It will
transmit the information to the hacker from the victim's system. Fig 1 represents that data breach through
malwares and it has been increasing year by year. Malwares that affects the cloud systems are categorized into
three types.
 Virus: a program that replicates and spread in many systems to thrash the sensitive data.
 Spyware: a program that retrieves the information from the victim's system in cloud and transmits it
to the targeted servers.
 Browser hijacking software: a program that gathers the credential information such as username and
passwords stored in the cache memory of the cloud system.

2.2 Stolen Computers
Risk of data breach is pertinent for corporate data stored in the lost or stolen laptops and other removable
devices. Missing laptops and compact devices are a weekly occurrence in larger organizations. In such
scenario, the stolen laptop might reveal sensitive information to the outsiders for unauthorized access to the
cloud system. As per the report of ISBS, fig 1 shows that data breach by theft computers is literally low when
compared to other causes.
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2.3 Incidents caused by staff
Company employees who negligently violate data security policies continue to represent a major factor in
occurrence of data breaches. From fig 2 it is clear that the data breach occurrence was significantly reduced
when compared to the previous years. An engineer who weaved the network, contractors, and staffs working in
the concern, former employees, even business partner who has or had authorized access to the cloud system
may breach the data by violating the security and company policies.

2.4 Attacks by an unauthorized user
In cloud, data is distributed everywhere and it can be accessed from anywhere after proper authentication.
But an intruder propagates various targeted attacks to breach the data kept in the cloud. More than 75 percent
of data breach occurs because of hackers. From fig 1, it is clear that hacker attacks have been increasing year
by year vigorously. It’s a hard challenge to guard the information assets from a sophisticated hacking attack.
The most common ways for an attacker to perform incursion is through targeted malware, SQL injection
attacks [14] and with improper storage of login credentials.
 Targeted malware: Malware sent via emails from known senders to the victim's system to provide
access to the hacker.
 SQL injection Attack: A web based attack propagated by analyzing the targeted websites to elevate the
privileges and to gain access to the cloud database.
 Login credentials: Login information such us a username and password left in the browser's cache are
easily obtained by the hackers and as well as the insiders.
Incursion has been just an initial level of attack in the cloud database. When it is done, then it becomes easy
for the hacker to gain access to the cloud servers. Hackers usually perform four level attacks to constitute a
data breach in the cloud.
1. Incursion: Hackers gain access to the cloud servers by violating the security policy.
2. Discovery: Hackers discover the data model, data structure and data map of the cloud storage system.
3. Capture: Access granted to view the data stored in the cloud and the hacker have complete unauthorized
privilege to capture the data.
4. Ex-filtration: Finally, the hacker wraps up all the captured data to the targeted server in order to decrypt
and breach the data stored in the cloud.
INCURSION
DISCOVER
Cloud Data

CAPTURE
TTa

Targeted
Server

EXFILTRATION

Figure 2: Data breach by Hacker in the Cloud

3. Counter Measures
In cloud computing, data breach activities can be controlled with three action measures. Control measures
include data governance, maintaining information security and security architecture to minimize the potential
risk of data exposure in the cloud. The hierarchy of control measures is represented in fig 3.Targeted attack by
hackers to intrude in the cloud systems can be blocked by defining a strong security solution that should
inspect network communications, protect core systems, detect and prevent intrusion. In addition, cloud
terminals provide service to the end users should be managed centrally to make sure that strong encryption
mechanism, persistent deployment of security policies and information access are used.
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3.1 Data Governance
Data governance specifies to the comprehensive management of data integrity, security, availability and
usability stored in the cloud database. Data governance monitors, manages, maintains and protects the
information stored in the cloud.

Risk Assements
Data
Governance

Secure Disposal
Retention
Policy
Encryption

Counter
Measures

Information
Security

Encryption Key
Management
Login
Credentials

Security
Architecture

Authentication

Data Integrity

Figure 3: Counter Measures
Risk Assessments: Risks involved in storing and transmitting sensitive data across various cloud
applications, servers and databases are needed to be analyzed at regular intervals and prevention mechanism
need to be adapted. The possibility of unauthorized use of data stored in the cloud systems need to be
determined.
Secure Disposal: Data once erased from the cloud should not be retained by any computer forensic
techniques. Once after deleting the data, its replicas also need to be removed from the remaining cloud servers
to ensure that data is not recoverable.
Retention Policy: A policy-based management service [15] established in an organization to retain
information that offers scalable management of data retention policies attached to data objects stored in a cloud
environment with high availability. Retention policy is essential to assure compliance of administrative, lawful,
and permissible for business requirements with various policies and procedures.

3.2 Information Security
High security cryptographic approach is essential to manage sensitive user data stored in the cloud. Data
should be accessed only by the authorized users by producing the indispensable decryption keys. Encryption
and encryption key management has a vital role in the cloud to protect the data.
Encryption: Encryption should assure security and consent of consumer’s confidential data. Encryption
system should endorse fine grained access control [16] such as like standard based encryption and attribute
based encryption [17] in order to enact secure storage and transmission of data in the cloud.
Encryption Key Management: Effective key management is essential to annihilate data breach from the
cloud environment. The encryption key control need to be managed by a well trusted cloud servers, such as
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like RSA data protection manager servers [18] for effective implementation of key management and to provide
the decryption keys to the authorized cloud tenants.

3.3 Security Architecture
Defining security architecture is a tough challenge in cloud computing. We cannot define hardware based
remedy since the cloud is scalable. Therefore, multi-layered data protection architecture similar to three-tier
security model [20] is essential to authenticate and authorize various levels of cloud users in concerned with
privacy. Login credentials, authentication and data integrity are the parameters needs to be considered to
design trusted security architecture.
Login Credentials: Enforce the cloud users to create login credentials with strong passwords with
alphanumeric letters. A minimum standard should be made mandatory for the cloud users to create their login
to access the data. The password should be changed at regular intervals and it should not be the same one as
previously used password. Apart from this cloud administrator needs to monitor and maintain the user activity
logs and needs to terminate the access rights of the former employees.
Authentication: Data can be accessed from anywhere in the cloud. Consequently, Multi-factor authentication
[21] is required for all remote users who access the data stored in the cloud. A user can be authenticated in
multiple ways, such as like one time password (OTP) [22] can be generated and sent to user's registered mobile
or e-mail and the user needs to enter the password to gain access to the cloud systems.
Data Integrity: Data is replicated and stored in multiple sites to avoid data loss and single point of failure
[24]. In such scenario data needs to be integrated to ensure consistency and accuracy of data after being altered
in any one of the sites.
Apart from these, recently created threat may vulnerable and it may not be detected by the security system
used in the cloud. Consequently, real time regular update of newly discovered threats coordinated by the global
security intelligence [19] is essential in order to increase the efficiency of the cloud security.

4. Conclusion
Advancement of cloud in a wide range of applications is threatened by various security issues. Many high
profile organizations use cloud computing to store their sensitive and confidential data. Data breach is one of
the most threatening vulnerability in cloud computing which will hand over valuable data of an organization to
another. Cloud users should be cautious about the risk of data breach in cloud environment. In this paper, we
have examined the foremost causes of data breach and described the counter measures to prevent the cloud
system from data breaches.
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